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Amendment to the Claims : 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 

Listing of Claims : 

1 . (currently amended) Method A method for establishing a secure 
connection between a wireless communication apparatus and a data communication 
apparatus based on a wireless application protocol, wherein said wireless 
communication apparatus has memory means including a separate unit comprising 
information to control the access of the wireless communication apparatus through a 
wireless communication network connected to said data communication apparatus, 
comprising tho fo ll owing st e ps : 

connecting said wireless communication apparatus to the separate unit, 
accessing the wireless communication network connected to said data 
communication apparatus apparatus; 




the wireless communication apparatus transmits a request to the data 
communication apparatus to establish a connection, said request comprising 
information of which at least one pre-defined alqor i thm(s) algorithm the wireless 
communication apparatus supports, supports; 

npnn rerAptinn nf s^iH rggiigftt, the data xommunicatiQ n_app,a rjat,u s chooses at 
least one algorithm associated with a public and a private key, and transmits a 
message back to the wireless communication apparatus, said message comprising 




3 



U.S. Application No. 09/720,971 
the public key and information about which algorithm the data communication 
apparatus has chos e n, chosen; 

upon reception of the message, comprising the public key, the wireless 
communication apparatus generates a master secret code, and calculates a 
signature based on the chosen algorithm, the public key and the master secret code, 
and transmits a response to the data communication apparatus, said response 
comprising the calculated s i gnatur e . signature; 

upon reception of the r e spond response comprising the signature, the data 
communication apparatus calculates the master secret code based on the chosen 
algorithm, the signature received and the private key, and e stab l ish establishes a 
secure connection to the wireless communication apparatus, and saving saves said 
master secret code on said memory means and in the data communication 
apparatus, in order to re-establish the connection between the wireless 
communication apparatus and the separate unit at a later occasion. 

2. (currently amended) A method according to claim 1 , and compr i s i ng 
comprising a st e p of saving said master secret under a pre-defined time. 

3. (currently amended) A method according to claim 1, further comprising a 
^st e p^Qt rje-e„sjah tra n spri itting a request from the wireless 
communication apparatus to the data communication apparatus, said request 
comprising the calculated signature based on the chosen algorithm, the public key 
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and the stored secret key, and upon reception of the request, the data 
communication apparatus calculates the master secret code based on the chosen 
algorithm, the signature received, and the private key, and, e stab l ish establishes a 
secure connection to the wireless communication apparatus. 

4. (currently amended) A method according to claim 1 , af^d-comprising a st e p 
e^providing said s e parat e un i t i n memory means as a smart card. 

5. (currently amended) W i r ele ss A wireless communication apparatus for 
establishing a secure connection to a data communication apparatus based on a 
wireless application protocol, said wireless communication apparatus comprising: 

communication means for establishing a connection to a wireless 
communication network connected to said data communication apparatus, memory 
means including a separate unit provided with information to control the access of 
the data communication apparatus through the wireless communication 
network, network; 

means for generating a master secret eede code; 

control means arranged to use a -at least one pre-defined algorithm(s) for 
generating a signature based on said master secret code and a public key received 
,fcQm_saLd.data_co^ the wireless c omm u nicatio n 

apparatus establishes a secure connection to the data communication 
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said memory means compr i s i ng comprises a secure database for storing at 
least one master secret code and/or and at least one signature related to one or 
more data communication apparatus, in order to re-establish a secure connection to 
a data communication apparatus. 

6. (currently amended) A wireless communication apparatus according to 
claim 5, hav i ng its w herein the memory m e ans means is exchangeable. 

7. (currently amended) Wir e l e ss A wireless communication apparatus 
according to claim 5 wherein the master secret code is stored on the separate unit. 

8. (currently amended) Wir ele ss A wireless communication apparatus 
according to any one of claims 5 to 7 wherein the signature is stored on the separate 
unit. 

9. (currently amended) W i r ele ss A wireless communication apparatus 
according to claim 5 wherein the master secret code is generated on the separate 
unit. 

1 n (ca irrftntly amfinriftri) W i ro l o ss ft wireless c ommunication apparatus 

according to claim 5 wherein the signature is generated on the separate unit. 
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1 1 . (currently amended) W i r ele ss A wireless communication apparatus 
according to claim 5 wherein the separate unit comprises a smart card. 

12. (original) An apparatus according to claim 1 1 wherein the smart card is a 
subscriber identity module. 

13. (canceled) 

14. (currently amended) A wireless communication apparatus according to 
claim 5 without a smart card. 

15. (currently amended) M e mory A memory card for establishing a secure 
connection between a wireless communication apparatus and a data communication 
apparatus based on a wireless application protocol, arranged to be connected to 
contact means, provided on said wireless communication apparatus, for providing 
information from the memory card to the wireless communication apparatus upon 
establishing a secure session to a data communication apparatus, said information is 
arranged to control the access of the data communication apparatus through a 
wireless communication network, and to save a calculated master secret related to 
nnft or more data communication apparatus, in order to re-establish a secure _ 
connection to a data communication apparatus. 
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16. (currently amended) A memory card according to claim 15, further 
comprising encryption means for encrypting the master secret, which is to be used 
as a signature for the wireless communication apparatus when It - the wireless 
communication apparatus is establishing a secure connection. 

17. (currently amended) A memory card according to claim 15, comprising a 
secure database provided with at least one mast e r of a master secret code and/or 
and at least one signature related to at least one or mor e data communication 
apparatus, in order to re-establish a secure connection to data communication 
apparatus. 

18. (previously presented) A memory card according to claim 15, provided on 
a smart card. 

19. (currently amended) Syst e m A system for establishing a secure 
connection when using a wireless application protocol, comprising: 

a data communication apparatus based on the wireless application 



a wireless communication network, connected to said data communication 
nppnrntnP. apparatus: _ 

a wireless communication apparatus having memory means including a 
separate unit comprising information to control the access of the wireless 
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communication apparatus through the wireless communication n e twork. network; 
wherein 

the wireless communication apparatus is arranged to transmit a request to the 
data communication apparatus to establish a connection, said request comprising 
information of which at least one pre-defined o l oor i thm(s) algorithm the wireless 
communication apparatus supports. supports; 

upon reception of said request, the data communication apparatus is 
arranged to choose at least one algorithm, associated with a public key and a private 
key, and to transmit a message back to the wireless communication apparatus, said 
message comprising the public key and information about which algorithm the data 
communication apparatus will choos e . choose; 

upon reception of said message, comprising the public key, the wireless 
communication apparatus is arranged to generate a master secret code, to calculate 
a signature based on the chosen algorithm, the public key and the master secret 
code, and to transmit a r e spond response to the data communication apparatus, said 
r e spond response comprising the calculated signatur e . signature; 

upon reception of the r e spond response comprising the signature, the data 
communication apparatus is arranged to calculate the master secret code based on 
the chosen algorithm, the signature received, and the private key, and, thus to 
establish a secure connection to the wireless communication appa ratus -apparatus; 
and 
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said memory means bem§-is_arranged to save said master secret code, in 
order to re-establish the connection at a later occasion. 

20. (currently amended) A system according to claim 19, wherein said master 
secret is arranged to be saved under a pre-defined time. 

21. (previously presented) A system according to claim 19, said memory 
means is a smart card. 

22. (currently amended) A wireless communication apparatus for establishing 
a secure connection to a data communication apparatus through a wireless network 
based on a wireless application protocol, said wireless communication apparatus 
comprising: 

means for establishing a connection with the data communication apparatus 
through the wireless n e twork network; 

means for retrieving access information including which of a set of at least 
one pr e d e f i n e pre-defined a l gor i thms algorithm is supported, for transmission to the 
data communication apparatus; 

means for processing information including a public key and th e and selection 
of one of the at least one supported a l gorithms algorithm received from the data 
communication apparatus for storage; 
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means for retrieving a signature based on a generated master secret code 

and the public key received from the data communication apparatus; and 

means for ut ili sing utilizing at least one of the signature and/et^ and the master 

secret key during communication with the data communication apparatus in order to 

re-establish a secure connection. 

23. (currently amended) A memory card for establishing a secure connection 
between a wireless communication apparatus and a data communication apparatus 
based on a wireless application protocol comprising contact means for cooperation 
with the wireless communication apparatus comprising: 

a memory for storing a master secret code associated with the data 
communication apparatus and responsive to a request from the wireless 
communication apparatus to provide such code for ut ili sation utilization of the master 
secret key during communication with the data communication apparatus in order to 
re-establish a secure connection. 

24. (currently amended) W i r e l e ss A wireless communication apparatus for 
establishing a secure connection to a data communication apparatus based on a 
wireless application protocol, said wireless communication apparatus comprising: 

communication means for establishing a connection to a wireless 
communication network connected to said data communication apparatus. apparatus; 
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memory means provided with information to control the access of the data 
communication apparatus through the wireless communication network upon 
establishing a secure session to a data communication apparatus. apparatus; 

reading means for reading information received from the data communication 
apparatus and the information provided on said memory m e ans. means; 

means for generating a master secret cod e , code; 

control means arranged to use a-at least one pre-defined a l gor i thm(s) 
algorithm f or generating a signature based on said master secret code and a public 
key received from said data communication apparatus, which is to be used when the 
wireless communication apparatus is going to establish a secure connection to the 
data communication apparatus, apparatus; and 

said reading means comprising a secure database provided with at least one 
mast e r a master secret code and/or and at least one signature related to at least one 
or mor e data communication apparatus, in order to re-establish a secure connection 
to a data communication apparatus. 

25. (currently amended) A method according to claim 2, further comprising a 
st e p of re-establishing the connection by transmitting a request from the wireless 
communication apparatus to the data communication apparatus, said request 
comprising the calculated signature based on the chosen algorithm, the public key 
and the stored secret key, and upon reception of the request, the data 
communication apparatus calculates the master secret code based on the chosen 
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algorithm, the signature received, and the private key, and, estab li sh establishes a 
secure connection to the wireless communication apparatus. 

26. (currently amended) A method according to claim 2, afld-comprising a 
st e p of providing said soparato unit i n memory means as a smart card. 

27. (currently amended) A method according to claim 3, arid -comprising a 
st e p of providing said soparato unit i n memory means as a smart card. 

28. (currently amended) W i ro l oss A wireless communication apparatus 
according to claim 6 wherein the master secret code is stored on the separate unit. 

29. (currently amended) W i r e less A wireless communication apparatus 
according to claim 6 wherein the master secret code is stored on the separate unit. 

29. (currently amended) A wireless W i r ele ss communication apparatus 
according to claim 6 wherein the master secret code is generated on the separate 
unit. 

30. (currently amended) A wireless W i r ele ss communication apparatus 
according to claim 7 wherein the master secret code is generated on the separate 
unit. 
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31 . (currently amended) A wireless W i r e l e ss communication apparatus 
according to claim 8 wherein the master secret code is generated on the separate 
unit. 

32. (currently amended) A wireless W i reless communication apparatus 
according to claim 6 wherein the signature is generated on the separate unit. 

33. (currently amended) A wireless W i r ele ss communication apparatus 
according to claim 7 wherein the signature is generated on the separate unit. 

34. (currently amended) A wireless W i r ele ss communication apparatus 
according to claim 8 wherein the signature is generated on a separate unit. 

35. (currently amended) A wireless W i r ele ss communication apparatus 
according to claim 9 wherein the signature is generated on the separate unit. 

36. (currently amended) A wireless W i r ele ss communication apparatus 
according to claim 6 wherein the separate unit comprises a smart card. 

37. (currently amended) A wireless W i r e l e ss communication apparatus 
according to claim 7 wherein the separate unit comprises a smart card. 
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38. (currently amended) A wireless Wir ele ss communication apparatus 
according to claim 8 wherein the separate unit comprises a smart card. 

39. (currently amended) A wireless W i r ele ss communication apparatus 
according to claim 9 wherein the separate unit comprises a smart card. 

40. (currently amended) A wireless W i roloss communication apparatus 
according to claim 10 wherein the separate unit comprises a smart card. 

41. (canceled) 

42. (currently amended) A memory card according to claim 16, comprising a 
secure database provided with at least one of a master secret code and/or and at 
least one signature related to at least one or moro data communication apparatus, in 
order to re-establish a secure connection to data communication apparatus. 

43. (previously presented) A memory card according to claim 16, is provided 
on a smart card. 

44. (previously presented) A memory card according to claim 17, provided on 
a smart card. 
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45. (previously presented) A system according to claim 20, said memory 
means is a smart card. 

46. (new) A wireless communication device for receiving therein a separate 
unit with memory means, the device being operable to establish a secure connection 
with a data communication apparatus based on a wireless application protocol 
through a wireless communication network, said wireless communication device 
comprising: communication means for establishing said connection with said data 
communication apparatus, electrical contact means for communicating information 
between the communication means and the separate unit, the device being 
configured so that when said separate unit is received therein the resulting 
combination is operable to: 

generate a master secret code; 

use a pre-defined algorithm to create a signature for use when the wireless 
communication device establishes a secure connection to the data communication 
apparatus, the signature being based on the master secret code and a public key 
received from said data communication apparatus; and 

to store at least one of said at least one master secret code and at least one 
signature related to at least one data communication apparatus in the memory 
means of the separate unit to enable re-establishment of the secure connection on a 
later occasion. 
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47 (new) A wireless communication apparatus according to claim 46 
operable when said separate unit is received therein to retrieve said at least one of 
at least one master secret code and at least one signature when re-establishing the 
secure connection on a later occasion. 

48 (new) A wireless communication device according to claim 46 operable 
when said separate unit is received therein to cause both the generation and storage 
of the master secret code in the separate unit. 

49. (new) A wireless communication device according to claim 47 operable 
when said separate unit is received therein to cause both the generation and storage 
of the master secret code in the separate unit. 

50. (new) A wireless communication device according to claim 46 including a 
processor operable to generate the master secret code. 

51 . (new) A wireless communication device according to claim 47 including a 
processor operable to generate the master secret code. 
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52. (new) A wireless communication device according to claim 46 operable 
when said separate unit is received therein to cause the generation of the signature 
in the separate unit. 

53. (new) A wireless communication device according to claim 47 operable 
when said separate unit is received therein to cause the generation of the signature 
in the separate unit. 

54. (new) A wireless communication device according to claim 48 operable 
when said separate unit is received therein to cause the generation of the signature 
in the separate unit. 

55. (new) A wireless communication device according to claim 49 operable 
when said separate unit is received therein to cause the generation of the signature 
in the separate unit. 

56. (new) A wireless communication device according to claim 47 wherein 
the contact means are configured to receive the separate unit in the form of a smart 
card. 
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57. (new) A wireless communication device according to claim 48 wherein 
the contact means are configured to receive the separate unit in the form of a smart 
card. 

58. (new) A wireless communication device according to claim 49 wherein 
the contact means are configured to receive the separate unit in the form of a smart 
card. 

59. (new) A wireless communication device according to claim 50 wherein 
the contact means are configured to receive the separate unit in the form of a smart 
card. 

60. (new) A wireless communication device according to claim 51 wherein 
the contact means are configured to receive the separate unit in the form of a smart 
card. 

61 . (new) A wireless communication device according to claim 52 wherein 
the contact means are configured to receive the separate unit in the form of a smart 
card. 



19 



U.S. Application No. 09/720,971 

62. (new) A wireless communication device according to claim 53 wherein 
the contact means are configured to receive the separate unit in the form of a smart 
card. 

63. (new) A wireless communication device according to claim 54 wherein 
the contact means are configured to receive the separate unit in the form of a smart 
card. 

64. (new) A wireless communication device according to claim 55 wherein 
the contact means are configured to receive the separate unit in the form of a smart 
card. 

65. (new) A wireless communication device according to claim 46 wherein 
the contact means are configured to receive the separate unit in the form of a SIM 
card. 

66. (new) A wireless communication device according to claim 46 wherein 
the contact means are configured to receive the separate unit in the form of a SIM 
card. 
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67. (new) A wireless communication device according to claim 47 wherein 
the contact means are configured to receive the separate unit in the form of a SIM 
card. 

68. (new) A wireless communication device according to claim 48 wherein 
the contact means are configured to receive the separate unit in the form of a SIM 
card. 
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